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Wuszazalifeunit mo Sundimsinessuu

cab ms'umamaaaﬂmswmuuamsmLuumﬂuumavﬂsa Usznaumy wanisény
J¥UU ﬂzymww‘uua umw'mu,r’ﬂ-u nan1insIadeudeya warszesaanfiidaafsudunny
Lauamam'um'sﬂm’la’l,w.wawmsmﬂaumLuumsmmmlﬂ

«.& Mdavunantasuiminssudeya (Data Engineering Platform) TnefiswauBon fail

c&e mummmaanuuuamﬂmanssmaua‘lusmwu Data Lake/Lakehouse
yuszuuAaas lneld Object Storage L“f]ummmmauanma Iﬂammstwwu-uaua Raw, Curated
wax Serving Layer ({ustineiay

«.&b fFuiredesimhnssuruntsingrtieya (Data ingestion) 3IATZUUVIILAM
AIANUIN N, WUy Batch wag Near Real-time #a8U3n15 Database Migration. Serverless ETL
Wwaw Streaming Data vBliuinsnanavieLfisuii

& &.m mummawmmnszmums ETL/ELT wag Data Pipeline Orchestration
Fn8u3ANT Serverless ETL, Managed Workflow Orchestration (tu Apache Airflow) %30 Serverless

Workflow ‘Uﬂ\‘lmﬂUﬁﬂﬁﬂaT}ﬂ‘lﬁaLﬂﬂ‘ULW]
c&& Niummamﬂm Data Catalog way Metadata Management feusns Data

Catalog quuwwwmwaavﬂwusmma'xm WiauATIYUALLINIY Data Governance, Data

e,

Lineage wag Data Quality 1
c&& Nsumamawﬂm‘samﬂimuaa’mwﬂ'lia‘UﬂuLLau')m'ﬂumaua Toun uns

Serverless Query Engine, Cloud Data Warehouse waziA3asila Business Intelligence WuuLUINS
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Fanswesfliuinisnanduieifivusia wiendain Dashboard funuuliisendt m 31873
mufinsunsiaelufvus

&&o muwmaqmwuﬂawﬁmimmwauau,vu Fine-grained Access Control
W1UUSN1T Data Lake Governance ‘Ummwmmmm‘m smmmsmswawauammm"amﬂu
(At Rest) uawsendnegd (in Transit)

&b m‘mﬂmszwﬂmﬁmﬂs“mw (Artificial Intelligence: .Al) Tnediswazidyn o il

&b.® mummmaaﬂuwuauwm AI/ML Platform UNSEUUARTIA AIEUINNS
Managed Machine Learning Platform WarUSA15 Generative Al/Foundation Model WUUUIHNTS
ﬂmmsmwﬂwusmsﬂmammamsum dwduniswmun Anslu wazliudmslueg Tnuideudiodu
Data Engineering Platform ALt <&

&olo §3udnefBaiann Al Use Case laitisnin o Use Cases aufinsunisinanelu
Ay Wy A1sIAsIekazAansalsA8usn (Price Forecasting) n3aN1IATIRTUANNAAUNR
294993a31897U (Anomaly Detection) viefdaenaud1niudnius (Generative Al Assistant)
dousiafiuteyavsinsun1sdinigly (Retrieval-Augmented Generation: RAG)

<o.m fiudnefaadaiingsuiuns MLOps AsaUARY Model Training, Model
Versioning, Model Deployment wag Model Monitoring

&o.& mummmmmmLLuwmﬁssmm'mﬂmtmﬁsvwﬁ (Al Governance) Uag
Aslde Al sgelianusuRinray (Responsible Al) sawfamsmunuiilideyavesnaunisiaiglu
s'ﬂwaaanuanan1wmaauﬂmwumﬂsun'\sﬂ'zma‘iu

eo.& Niummmmmsawa Al Assistant m'l'vauuauum:m'mms DevSecOps
Wy ﬂ'mnammaauammw‘iﬂﬂua.,'vaﬂmmummuuﬂwaamna ute oo

<. ManeapusEuu Tnsliswaiden frail
&6 m‘ummmmLauatmum‘imaamwumm WEBULBAFIINIINAADUITUUIIU
&.ollo fTuUTABRIIMINARDUSTUY wiounsdayhenunanisuaaay eteies

(@) neaeussuulaousnifugiue vseluga (Unit Testing)

(o) NAFBUIISEUY (Integration Testing)

(o) SvhunumMIaaeunseaNsusEUY (User Acceptance Testing)

(@ VlﬂaaUﬂ'l‘ia'ﬁadLLauﬂﬂui”UU (Backup and Recovery Tes’nng)

(&) nadauUsyansnw anusiuatasndy madeusefussuudu uasms Failover
wsaﬂﬂumuamﬂmanis:mﬂsunﬁmma'lumwau dmfuesenusenouuu Kuberetes, Virtual
Machine wazUsn1suuuusmstants Inafmusnusiiulvaenndedunissanunay RTO/RPO
SNeTEUY

(o) nsvapunasUsuiiutodind (Vulnerability Assessment) ATOURRNIEULNUANY
ANANUIN N YNTEUU Tﬂiaa’i’lawuﬁ'}uﬂa’nﬂ Kubernetes Clus‘cer Virtual Machine, U3A15UUY
Yimsdants sruugudeya wazvenininule <.a f1 e.olo M NBUEN (External) LLaxma'lu
(Internal) T,ﬂa'l‘uLﬂiaauammsmwumiﬁsuﬂsamu‘uagawaﬂmmam u,avm'maaumsmmmu

Mg LIS Benchmark Y958 uUUf iR Kubernetes wazuimsnanaly Qaun’n o A

(o) Wt (o) ﬁf ...... () 42 ks @

1

Us¥sungINNTg AIIUNTT ATIUNTT HFFTUEF] AFTUMUBLEVIYNTT



-G -

1awn nau Migration Rehearsal, flau Production Cutover LLa“ﬂauﬁuaﬂiw:‘,na’liuﬂi"ﬂu lay
Asudraieaudludasinisedu Crtical uas High THudriadanasnsivaoud (Re-scan) auliiny
dadlmisuanaineu Production Cutover Waudaing18auNaNIINTITABURALIHUNIUALY
dpalnisydiu Medium wag Low t@uansunsfinigly
<. fsuddesdaRnausumsldauszuu usses sateusulivesndn @ Falua Wun
Hauaszuy muw‘luuaam'] & au wisueiloussneumsineusu Tnelisngaziden A il
@) MIUIMSINNIT Kubernetes Cluster
o) NM5UIMSIANTS Virtual Machine
m) MIUIMIsIANISUSMS Cloud wuu Managed Service fldllasems
&) NF¥UIUNT DevSecOps
&) Data Engineering Platform
D) FEUU Al
o) \WSasile Monitoring & Observability
&) NSEuKaNISATINERULALIAIUA LU seunnneesalAn
e« fFutifadamyalusunsuszuuyimsdnaningsuaunis DevsecOps WUUATUNIS
(All-in-One DevSecOps Platform) 'lusuawsms‘lmnusmuaaaﬂmaawam.ﬂmm (Enterprise/Ultimate
Tier) Al a1uarunsadiupdusiiuasvasafouaynisiifugua (Security & Compliance)

Tnoifisrsazidundail
@0 Auanl@diun1suin1idanis Source Code UAENITINUNUITY (Source

Code Management & Planning)

() 5893UNTIEAIU Source Code FbszuumuUANIBITULIL Git

(o) 58495V Protected Branch, Code Owners, Push Rules KasNITAIUINEUTY
Commit (Signed Commit)

(o) finsgUIUNTT Code Review 1 Merge/Pull Request wnwmumgmmuum‘lm
nanaseau (Multi-level Approval Rules) Ltasmﬂu'lwmuwaulmmmwLtasmmﬂaaﬂnaﬂausw
TAaanywan

(@ ﬁswuu‘%ms‘[ﬂiamsluﬁ'm%‘alu‘mmamﬁmsﬁﬁﬁmua AsoUAqNat eleY Issue
Tracking, 1SN UTE My Epic/Roadmap # Saiflguivin, Kanban wag Scrum Board,
Milestone/iteration wag Wiki v3essuuianaislasanis DN LLaTRARTUNRLIKUY Agile
Tnedaadeuleq lssue ffu Commit uag Merge/Pull Request 11

(@) see5uni1sdalaseaieesfnsuuy Group/Subgroup/Project fanundni

muUNUy (Role-Based Access Control)
(o) 5895un1studuRInuNIY SAML/OIDC/LDAP Waldsunafussuy Active

Directory wasnsumsenelu nsdudufmuanstuneu (oFA) wastufinmmsalifemInsiaaoy

(Audit Events)
(e3) $91897UETAUszANS A mn1sd B UgaNARISAIUATEY DORA Metrics

(Deployment Frequency, Lead Time for Changes Change Failure Rate, Time to Restore Service)
‘L‘NWWISG ‘UﬂNﬁﬂﬂfﬂ%ﬂ‘u’]tﬂu@iﬂ&Jhlﬂ‘é]x‘lW?NUﬂLWll 'i?Ni‘Uﬂ’ﬁﬂ’muﬂUYlUﬂﬂm‘NWULLUUUTULWIQL'e'.l\‘l
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(Custom Role) uazfjguaszuuaiunsansivdeuuasiiinaeu Access Token wag SSH Key vl
psdnsldisndaunans

<.clo AR CI/CD uas GitOps

(o) 5B95UMSAMUA Pipeline Tuguuuu Pipeline as Code

(o) 5045UNT5YIINLUVYUU (Parallel/DAG), Multi-project Pipeline, Pipeline

Template uay Scheduled Pipeline
(o) 3895URUSTUANAU (Runner/Agent) iR adsuazyusuradnludld

U Kubernetes Cluster sasnsunsiiniely

(&) 5895UNTUSISIINMsanIInden (Environment), Protected Environment,
Deployment Approval kagniifianiuusedfinig Deploy (Deployment Tracking) s7u59A158519
AnmndounaaautansIfe Merge/Pull Request (Review App 13aLileuwi) ey Feature Flag
'Lumma'lwﬂwamnmmmmmua

(&) 5995UNTEUUNTT GitOps WUy Pull-based fideusiafiu Kubemetes Cluster
ammumﬂaaﬂna‘ima‘lmmulﬂ Inbound Access 197g Cluster lagld Agen’t ‘Lumwammamﬂam
Wiavhauhudueiesiio GitOps WUy Open Source i Argo CD %58 Flux wmummﬂmua"ﬂua
%

(o) §i Container Registry uae Package Registry Tus s893U Container Image wa
uﬁmmmmﬁw L% Maven, npm, NuGet, PyPl, Helm Chart w¥onulsuisnisiialnuayen
(Cleanup Policy)

() 5845UN15TAN1S Infrastructure as Code iR n1smsivaauyeslnives laC
(laC Scanning) Lm.,n'mt.amman’zsLﬂaﬂuu.ﬂaa‘[ﬂ‘sqaswwumu (Plan/Diff) Tu Merge/Pull Request
Taansdauiu Terraform State 'Lwaeﬂuuwamwasmsawmmwmﬂumaammsmsﬂmmwumi '
Whsviauag State Locking

@.@.6 ﬂmauﬁ'ﬁﬁwmmﬁumﬂaamﬁ’a‘uamaﬂwﬁLﬂ'ﬁ’u (Application Security
Testing) vt muamiuumma‘lu Pipeline uazuanwaly Merge Request

(@) Static Application Security Testing (SAST) AT8UAGUATYN fldlussuvany
YansumsAnely

(b) Secret Detection dm3unsaadudoyadu ¥y APl Key, Token, Password
f#¥lnelu Source Code uazUse® Commit

(en) Dependency Scanning / Software Composition Analysis (SCA) dwsunsIaau
dedlnilulausinieuen wieunisnsasdeudgroyqin (License Compliance) Wazn1symvin

Software Bill of Materials (SBOM)
() Container Scanning @113uns23asuYeslnives Container Image walu

Pipeline wae »lu Registry 574 3 Operational Container Scanning 415U Image fivre1ue g

VU Kubernetes Cluster
(&) Dynamic Application Security Testing (DAST) Uaiz API Security Testing s

naasuiunsundintunas AP luanmundeuveday saudNTMARBULUY Fuzz Testing Tnendu
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mnnansaluivievemnfusidondudiu Enterprise Tugnitinaue afaaiudnlul®
Tu Pipeline wazugmnalu Merge/Pull Request waz Security Dashboard anude «.st.m (o)

(o) I Security Dashboard uat Vulnerability Management dwiusaugudnants
AsIaEBUYIUsELAY SadidiuanuguLss Ramuaniusnsuily uavasas issue mn’uaﬂwﬂéﬂmama

() 'sm‘s‘umsmmwu‘lamamﬂuuumﬁamﬂe;wuusfmﬂum“ﬂumﬂﬂswmﬂu‘wﬂu
nﬂ‘(mamﬂmawwmuﬂmmmswﬂnu‘lmm pgaasliun nisdeduliynlasemasiossiniiunis
aunuaude eom (@) 89 et (@) ua-'msmﬂu'lmmwmmumwms’m‘lmmawwaﬂmivm
Critical/High NBUSINERIVEN

(@) seefunsounmsmAugua (Compliance Framework) WagsneaTuiienisnsanaey
iy Compliance Report, Audit Report wazASuEnUtd (Separation of Duties)

Ex.a ﬂsmmumﬂuﬂ;mamnsuwmmwmi vmwamnmwmmuawamﬂuiuawﬁms
'l*z‘r’mussﬁ’uqmmamammwu (Enterprise/Ultimate Tier) Foaduvendur fidondudaiuing
advayuainidiresmdadng domaunsinulinanisnsisdeunazaniueynuszianians
‘nuaq’iu Merge/PulL Request uag Secunty Dashboard iApafiuvasunanwasunan uaswsmm
FasfufinausiAninasldon mmauma uavmﬁmmiﬂm%wnwamnmm‘l,u‘mmmq Immxamﬁ
a5l alitiosndt el Wlou Tuainfuiinanssumsasaiunudasaieuiesud sudiuau
s’a‘lmmwmun"ﬁﬂ'ma'luﬂmum

. aﬂams'l*muﬂmmmmam‘tuumﬂwmsﬂ'xnw‘lu wieuuImsatuayun
fwan (Vendor Support) maammqavxsms’lﬂmu wazFuihedesusuypaneituliiuationaen
sepzalasINIwaLSEREIUUTEA

& mummaalmsumsumm'lmu.lumwumwmm'\ﬂumammamLmumwmﬂ’lu
Uszalng Imeﬂmaum Wiauasn dduariienansusznanstandmiulasemsil sl nsdiiaue
\Juyandndueivatesiens desszylu Compliance Matrix IauauRuardalureminiusile
uamamuﬁ’m15@‘%‘13:&:&@3%1«'}'1«&?}91:‘1‘@1495 (integration Architecture) Wazuuu Datasheet uagwijede
SuseenTuAnITIE TR ARARS s LEUe

&&o Qﬁ‘umamaa:uqﬂmﬂié’fg'mmiwa*n‘LmuUwmﬂummﬁmmmamﬂuﬂwaaﬂ
Tnsidwendndast DevsecOps Platform fiinauaniuds «.« Inefsdldsunisiusosiu Ci/CD
yoswdnstomidangm vl ﬂsfﬁtauaLi‘}uﬁqﬂmﬁmﬁ'wﬁﬂmﬂswmﬁ Fosdlynannsildsulsenadedng
mﬂm‘aaawammmsauﬂawﬂwammmauamma oy wsemLsuuﬁnmwssmmuﬂumma
wilsdefusosiidslinanotgluiuiudewus muummmmnanmmmuwﬂgummummmaaﬂ
5282IA11ATINS

) mwwmmammﬁmms’tﬂmumsmuammma«,awumamswwmummmﬂaaﬂfw
#aWAnI§ (Al Assistant for DevSecOps)’I.mmwuammmmaaumwmmwaimwmw
filgygyruseRugludn (Al-Native IDE) '{,ugmmuﬁmﬂﬁl“ammt,w Subscription 31uauliteendn
o B8 sveznalidennd ol Weu Turniufiasenssumsnsaiunudeudesud Inellnaaudn
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¢.00.0 @1U50idousafu Git Repository Uay Merge Request ¥84yAluTUNTY
DevSecOps A114e <.« lilngnsa LagseadunISAnRsdIuTETY (Extension) 310 VS Code
Marketplace viFaiiguivin

€.00.lo gNsatienTIvaeUAuAlAn a5uteldn uaziauauusLUINIAUALY
doalwidunnutiunasnsiefinsaanusin SAST %3e Container Scanning

&.00.m aunIatisaUiazeiutsisanduaes Merge Request w38 Issue it

au‘uauumi Code Review

€.600.& ﬁ‘lwmmumuaﬂasau (Agent Mode) flanunsonnaunasuflulfavarglng
wheudu deenrinu Terminal wazvionudomdsuunanst (Backeround/Cloud Agent) 1 soiu
msiuldasnlui® (Tab Completion) uazawnsadenldlumanisivurnlng (Large Language
Model) mﬂwwmm‘lﬁumaw,mnmqnu‘muaam'} o T8

€.00.& mumuﬂuwsuwmaumhmamwm suferldarudquiiv
(Usage/Overage) muw‘s‘um'mmaqaauauawams‘l*mu‘lumuufmmmumsmma’iumvsum wazlou
ﬁwﬁmiusmsammﬂwnsmmsmmalutmaauaﬂiﬂ'sams

.00 Fiuirndedanigalusunsunsivasuuasifdsy I UTe T UUETAUMALUY

ASU2395 (Monitoring & Observability Platform Suite) TugUuuu Software as a Service (SaaS)
wiouAvsnsldmilaiffosndt el oy funniufirasnssumanmaiununagaineuiosud
Tneiiseazdenathalion feil

<.00.0 AMANTHINIAMATAvesyAlsUATY

(@) a*zm*sa'lwusms’tusﬂuw Software as a Service (SaaS) YUTLUUABIINYD
weidnsos Tasnsuntsginslulidedaniadsuitevieiuidaiudeyafiudu uazdos
denldmudieyalugiinaaeuudiinlsiduatelen Arlduing Saas LAZVSHENTUUSTUUAATIN
wmﬁwawﬁmﬁmﬁﬁswazﬂu Subscription ueswanstuet fieilusn Software/Subscription

WNSU%WQ?UNG’I‘US‘U
() lﬁQWUIﬁﬁﬂﬂﬂﬂ’ﬂ’YU’Jufn‘U Vlﬂﬂ'lit‘ll'lﬂ‘llﬂllﬁ A15a574 Dashboard LLﬁSﬂ’]‘iﬂﬁﬂ’]

msudaiion Tnglifaldsodudusedidn

(o) S8 munavEnIsdrfenmunumgldan (Role-Based Access Control) uay
wgszuuuuy Slngle Sign-On Mesmsgu SAML 16

(@) wiudoya Metric aawaﬂé’luuaamw o ey Tnefimudvedayalusudu
draalaitin mo Junfl aasatisnanisaiy TnglifinisiadenivanaiuasBuavesdoya
(Roll up/Down sampling)

@ ﬁ‘qm%’awiaﬁ%%gﬂ (Integration) frumalulagsne q Lidpenin e,000 918015
570804019 Wsudenn APl, OpenTelemetry, SNMP, Syslog w@as Cloud-native Integration
‘U’e)»tlmﬂvim‘iﬂﬁ’l’m 1y AWS CloudWatch, Azure Monitor %38 Google Cloud Monitoring

(5) 5995UN1557U59Y F1AT189 wazadanisudaifieuanteya Log (Log

Management) ka¥n13329a8UUs¥ANSAIWIATEYE (Network Performance Monitoring) YU
Traffic, Bandwidth uag Latency uuunanwesudeaiu
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(e1) & Dashboard 11593y uazfldauaireniauiuuss Dashboard wesnuLaslel
wuuana Tnedizunuunisuanaa (Widget) 'Lmaaﬂluuaam'l mo JUwUU
(<) a'iﬁaﬂmmmaulé‘lumﬂm"nnu u,a.;iamNau‘lmamauaﬂmu
- wdafsuniuAfidanun (Threshold) Ly Response Time, Error Rate,
CPU, Memory, Disk ugg Network
- Fouinginssunisldaudeunduliudigau (Baseline) Snludf uas
wufeudioRnund (Anomaly Detection)
- mamsaduualiiuaamiin (Forecast) wasisuifisumiedasiiiingAnssu

#199nngy (Outlier Detection)
- danrsudaiouniny Email uazueundiaduaunun u Microsoft Teams

30 Slack useelies

() Sauanusaiuliyassing (A) lunsesasduauiaunfuastielinge
dummusstiym (Root Cause) ladnlusR Tnelifpaferauduiusuesdeyaias

(@0) Whsviadeyaszninefudadae HTTPS/TLS wasidrvaawdndsinealaiunis
Susennmsgrummlasadiuaina L SOC o %3 ISO/IEC broos

000 Qmamﬁ’ﬁ'lumsmwaauLﬂéaaLLﬁﬁwaLLaz Container

(o) srvasuLazdhsziuntsauitigldnute <o (o) Insuanstayaatialion
CPU, Memory, Disk, Network uazanus Process ¥8assuuujuanis

(o) § Agent dwfuifiudeya sasiusruuufiRnnsediaies Microsoft Windows
Server Wag Linux

(o) EnthasuaninmNEnLTTBLAI B hEuaY Container sivaalumieaiden

(&) 5895UN1SASIFOUTLUY Container Tnefnsalduu Docker, Kubernetes waz
OpenShift #1438 DaemonSet, Helm Chart %38 Operator

(&) uanadeyanine1nsves Kubernetes/OpenShift athaay Cluster, Namespace,
Node, Pod, Container, Deployment, ReplicaSet, Service, Ingress wag Persistent Volume Claim
wisuAunuazdanguan Label w38 Tag 1o

(o) auldreiiewmann be Halumniu uasuanwadeyaluailndifsdagiu

(Near Real Time)
&.68.M ﬂmauﬁumsmswaawﬁzﬁwﬁmwLLaﬂwaLﬂw
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(&) mnaawivﬁmﬁmwLLmeam’aulmmwa @.06.& (v) Wauuduuaundindy

waztiuwaiia
o o e o o [y ' 1 1
(o) 585 URAUNALATUNNRILIAIBNANWIBENIYBY Java, .NET, Node.js, Python, PHP,

Go way Ruby
(o) FAAIUNTSYINUTRIIEATS (Transaction) fausFunIeialatenaiuy End-to-

End Distributed Tracing uazuansiIuAIre (Request) dmsreRawala (Error) LaviiaInauaued
(Latency) TagAdenaafesduanainuiuimnisidauioun udssuvasiinaguiivieye
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(@f) FUnuU3ng (Service) uazuanimnuduiusseminauinslasnludfludnune
Service Map wsamammﬂuﬂamﬂ

(@) Aufiudoya Trace founddlalitiosndt e¢ wazimuataulufuiamse
Trace fidfty \ou 31amswmmmwﬂwmﬂma'l‘mawmumﬂnmlm

(o) wa:f[awaua Trace wmwauaﬂmmsaqLzumml,av Process v 1atuaglu
Yaaafisaiiu Lwasvm'ﬁ]mm.ﬂﬂmmmmLLmna weundirdu viegiudeya
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(@) NuTmasinngudolananveuauniindulaudnluld whouuanasuIuASS

wazasafiiia
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Tsunsuuasiadalual
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Oracle Huvuinsaadumizsnuiazuuuinisdanistaeglivinsnas
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(@) fiduuziilunisuiulseuszaniamgudeyalasdnlul® nieudndnau
mmé’lﬂfywamwauﬂmu“m
(o) Fansudaieusnadivesnds sQL ¢ W derdslaltnanhanuiaund
(@) uwm‘;amﬁa SOL wuanisINiU Trace vauaUndinduniude <.oo.o Ut
nanAsaiula
(@) mwauamnmwamamautym&'(muumuamamﬂ'z (Read-only) uazsaanla
Avnsinedludds SQL (Obfuscation) Aeudwanainaias e lilideyaduynraniosiann
gnasoantUdaszuunsuen
() nadigudeyafiuuinisdamsiasdbiuinmsaand o FosRnm Agent UuASeYEY

ufudeurevinszerlnald Tﬂeﬂmawmmawumsmmwuauaimama

(00) ANEWITNAIUNTE (@) 1 («) douduaruaiursaluda (Native) vas
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Z.00.& mumamaamuaa%ms'L*mumsamauﬂsmmammﬂlﬂumuamwaﬂ
paenszuzaniulssiunau ua-mauaamamﬂsvﬂawmaaLﬂﬂauaamwuamﬁmﬂ‘imﬁmm&m
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